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2) &7% Data Protection Directive(*DPD")2} %% (Directive 95/46/EC of the European Parliament and of
the Council of 24 October 1995 on the protection of individuals with regard to the processing of
personal data and on the free movement of such data)

3) &7 General Data Protection Regulation("GDPR")e]2} %%} (Regulation of the European Parliament and
of the Council on the protection of individuals with regard to the processing of personal data and on
the free movement of such data)
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%, EUE 1995d2] 7AAHH H 5 X% (Data Protection Directived))ol| A <A}
A, A e Hstr EHog JIIARE F7F APt Z(further
processing®))°] AA3Z HIZFX 7} FojEojof qth= st FEHATHAL
TFASL YL WolH(HE #2937, A6z A13 bs8), # DirectiveE U
A= HER 201600 AAHANCH MNJAAREZA = #Aste] FH 9|3}
I AAMT 7S g1 e Y9WbH R R S 7% (General Data Protection
Regulation9)= 7} &} }_i] (pseudonymization)g HIZ A5 F7F A
(further processing)E T HA &&3t= THGDPR Aoz A4S F&
ool & FZA 9 of7told, Hstoju} HAF A EE FAF FAR o= QI
ARE F7} A (further processing)dt= ZAE 3&st AS EAYUH

(GDPR #I5% #|18 b&10).

5) Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection
of individuals with regard to the processing of personal data and on the free movement of such data

6) 21 ¥o) %4 9] ol g3 AR . v E4 TelRel Eori Y S0 RRREE ks
) F7HA e ofujolng, 4 543 dEdS 876 o vul 8 A HH 9] o8 By F2 )
o wojok s,

7) “(29) Whereas the further processing of personal data for historical, statistical or scientific purposes is
not generally to be considered incompatible with the purposes for which the data have previously been
collected provided that Member States furnish suitable safeguards; whereas these safeguards must in
particular rule out the use of the data in support of measures or decisions regarding any particular

individual”
8) Article 6
1. Member States shall provide that personal data must be:
(a) processed fairly and lawfully;
(b) collected for specified, explicit and legitimate purposes and not further processed in a way
incompatible with those purposes. Further processing of data for historical, statistical or scientific
purposes shall not be considered as incompatible provided that Member States provide appropriate

safeguards;
(15t A
9) Regulation of the European Parliament and of the Council on the protection of individuals with regard
to the processing of personal data and on the free movement of such data
10) Article §

Principles relating to processing of personal data

1. Personal data shall be:

(a)processed lawfully, fairly and in a transparent manner in relation to the data subject (‘lawfulness,
fairness and transparency’);

(b)collected for specified, explicit and legitimate purposes and not further processed in a manner that is
incompatible with those purposes; further processing for archiving purposes in the public interest,
scientific or historical research purposes or statistical purposes shall, in accordance with Article 89(1),
not be considered to be incompatible with the initial purposes (‘purpose limitation’);

oI5t 42




use)ol| st} FHZ 9] o %(further processmg)% 3831 o, g
MAFARRETHE AT AH QA8 =579 8l Hx F£3 SF-o 7

) w
Fale BAQA] ofHE B o1 BA 9 o]8< 38T HolA EU B

39 AUQYRBER FAE AsE waAE RE T AAE Fa
@ oA AAGUT,

SHAIRE, AR A3 JRQle] FAEe] dAWA r]Edelr EU JddAAR
(The Carter of Fundamental Rights of the EU)°| T+&=o| U+ EUY 7
et v=o | AAE TEACE =N, v=o ¥ AA= -?—F/] H
Aets A 2Bz, v=o Atdle 8 ¥ sy AA A
AHEFUH.

=, "l=olA JHAA
H(tort law)oll <] ah 2}

o= JIEHel Ae BFol et dF NERE Y JEd] wEAT BE
=12, MEH 93] FAHA R PYE dAHOT BT FHEHE H
TEE Z3 dFUTh webA mFolAs AHE TR (P RFA
o solut NEH o3 +F 5) o]+ A (processing)oll oH+H A7}
glo], m=e] AMAARATYAE A ofFA AF glo] AFEA T Y
&3 Ao AR E HHIHE Hgd o, voprt HHlHE 7
22 st 7Y AEFES doste Z= A H (profiling), HI°lE H=z7
oJFk MAAE Holgu|o] =2 At 25 s8H= AHB Jorzl),

11) EU 1833 Algx
Article 8
Protection of personal data
1. Everyone has the right to the protection of personal data concerning him or her.

2. Such data must be processed fairly for specified purposes and on the basis of the consent of the
person concerned or some other legitimate basis laid down by law. Everyone has the right of access
to data which has been collected concerning him or her, and the right to have it rectified.

3. Compliance with these rules shall be subject to control by an independent authority.

12) AF BEo] s A R A3ty += Privacy of 1974, A1-&A K| #35Fod= Fair Credit Reporting
Act of 1970, 984K ISl E= Health Insurance Portability and Accountability Act of
1996 =9 W&ol dsyrh

13) Federal Trade Commission, Data Broker: A Call for Transparency and Accountability, 2014

14) ol#l olf& <eupl FAFFE 20124 29 “MEAR QA" AACA AHRRe AAFEES
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AuRAAH R B E 7 H(GDPR)S A& 26504 Y
AHHEG 0] AHEHA Fe
%22'(no longer identifiable) =
Z|’(Anonymisation) ¥+ ‘T ©| A¥7}EEHA] HE =
Ao 2 == A, “7FE 3} (Pseudonymisation) Tk “F7HH <] HBE o] &
] S8de AEg F =T e =X F7F AR deiM=
z o3 & H#AHETe= =)' E 9nlste A A4
Z Aszie)olgtal A, ‘W3 2]’ (Anonymisation)} ‘7}H 3HA
2]’ (Pseudonymisation) & A2 &3kl A+ A, ‘A29% 2} R(Article 29
Data Protection Working Party)'17)2 ¢&3}l A8 & 3 7IH3} ARE= o
AR} oty @3] o &S e MARESE A TEs AAlS
1

o
=
Aok A1) Fol 9o gL AL AR

ol HelA el o =7t=RH FEuctet U EHEE $IT
WAooz sty A=d v FEUA AR AdE Solt
1 e FFIMSY FEE ARlYS & F AsUHT F=FIMSTE FH
o Z7IEHE i1 ARAERE s AT, EUY 9 Aol v&
o J7& ¢ AF(Directive)ell @} 2™ 3}l A 2](Anonymisation)”} ¢5H
AHRA Zlo] SHglsUH

o. &2

Ao Ze Aol HlFo], ] JAFRRETHo| vldolE] AtPe] e A

15) “The principles of data protection should therefore not apply to anonymous information, namely
information which does not relate to an identified or identifiable natural person or to personal data
rendered anonymous in such a manner that the data subject is not or no longer identifiable.”

16) Atticle 4
Definitions
(5)‘pseudonymisation’ means the processing of personal data in such a manner that the personal data

can no longer be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to technical and
organisational measures to ensure that the personal data are not attributed to an identified or
identifiable natural person;

17) EU AAAREGAZ A29%0] oJsf dx]=o] /iR EAZ ] a4 7]&S AAlE Agte] Sl= EU A
o 713

18) Article 29 Data Protection Working Party, Opinion 05/2014 on Anonymisation Technique, 2014, 20
%, “Pseudonymisation reduces the linkability of a dataset with the original identity of a data subject;
as such, it is a useful security measure but not a method of anonymisation."
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MAFEBSHA A A 7 71220 |HAAR EUS| /MJAFEREEAH L
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T Ja, HajlEe] ol &S Ao E Kol "= Health Insurance
Portability and Accountability Act(°]3} ‘HIPPA' )= HITHA] 7Nl A%
BHAHHE ’individually identifiable health information’[SEC. 1171 (6)]2.%
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4.3. Shortcomings of Pseudonymisation

e Health care
1. 2. 3. 6.
Name, address date | Period of Special | Body mass | Research cohort
of birth Assistance Benefit. index reference no.
< 2 years | 15 QASFRD4
> 5 years | 14 2B48HFG
< 2 years | 16 RC3IURPQ
> 5 years | 18 SD289K9
< 2 years | 20 SEIFLTQ
Table 5. An example of pseudonymisation by hashing (name, address date of birth) which can be easily reversed

A dataset has been created to examine the relationship between a person’s weight and the
receipt of a special assistance benefit payment. The original dataset included the data
subjects’ name, address and date of birth but this has been deleted. The research cohort
reference number was generated from the deleted data using a hash function. Although the
name, address and date of birth were deleted from the table, if a data subject’s name. address
and date of birth is known in addition to knowing the hash function used it is easy to calculate

the research cohort reference numbers.
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